
dCube
THE COMPLETE FRAUD MANAGEMENT 

SOLUTION

Transformational AI-powered technology to enable large 
enterprises to proactively thwart both known and unknown fraud.
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Introduction

The vast majority of modern consumer activity 
has migrated online, and financial services have 
followed suit. Even activities that were traditionally 
conducted in person—such as opening a new bank 
account or applying for a loan—now happen online, 
reflecting changes in consumer expectations 
around convenience and speed. 

This new reality presents significant challenges 
for fraud and risk management teams, who have 
to meet demands for rapid, real-time responses 
without compromising user experience. They must 
additionally control operational overhead while 
contending with increasing regulatory scrutiny and 
ever-stricter compliance requirements.

Legacy solutions such as rules-based engines are 
no longer adequate. Despite superficial attempts to 
modernize, these fundamentally archaic solutions 
are ill-equipped to handle the volume of big data 
and the complexity of structured and unstructured 
digital data we see today. They are neither agile 
nor responsive enough to succeed in an always-on 
economy with a fast-changing digital commerce 
landscape. 

Fraud and risk management teams require better 
solutions if they’re to adapt successfully to the 
new digital economy. Some teams are seeking 
new and cutting-edge technologies that offer a 
wide range of powerful capabilities. Others are 
exploring solutions to layer on top of their existing 
systems. AI and machine learning-powered 
approaches are emerging as leading options 
in their consideration set, but too many of the 
available solutions functionally only address 
part of the fraud workflow and do not take into 
consideration the need for a holistic view that can 
streamline the entire process.
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The Changing Fraud Landscape

The fraud attack landscape is changing rapidly. 
Today’s fraudsters have access to a sophisticated 
array of tools and technologies that enable them 
to attack at scale, and with increasing degrees 
of coordination and complexity. Ready access to 
anonymous proxies and peer-to-peer community 
VPNs, mobile device emulators, and compromised 
machines allow fraudsters to evade static signals, 
and flexible backend infrastructures make it 
possible to continually evolve fraud techniques. 
Across industries, attacks vary in size, duration, 
and sophistication, depending on how attackers 
gain access to a given service or platform, how 
they create and manipulate fake or compromised 
accounts to evade detection, and how they scale 
their operations to be profitable. 

MODERN FRAUDSTERS ARE 
SOPHISTICATED

Technologically adept attackers are leveraging an 
increasingly broad array of tools and techniques to 
evade detection, including:

�

�

�

Specialized Proxy Services            
Fraudsters are working on blending in with 
normal users. They are moving away from data 
centers and purchasing IPs from advanced 
proxy services that have residential and mobile 
IP ranges at their disposal.  

Multiple Cloud Services 
Fraudsters can easily assign different IP 
addresses for each fake account they create 
(e.g., by leveraging multiple cloud services 
or anonymous proxies), since hosting or 
proxy services are widely available and more 
convenient than setting up email accounts on 
multiple domains. 

Scripts and Bots 
Fake account registration can be conducted en 
masse from just a single location by following a 
script. 

The sophisticated nature of modern fraud demands 
modern tools to stay ahead, and failure to adapt 
can be fatal. While the damage might be small 
per account, overall impacts—both financial 
and reputational—are significantly larger in the 
aggregate. Fortunately, most organizations are 
realizing they cannot rely on archaic tools to stay 
ahead of fraud in our fast-moving digital economy.

High sophistication attacks are 2.3x larger than low 
sophistication attacks, and can potentially cause 
significantly more damage. 
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When analyzed from an architectural standpoint, 
it is clear that current solutions are not designed to 
ingest and interpret the unique digital signals that 
are a core element of today’s fraud attacks. They rely 
instead on traditional data sources like consortiums 
and user bureau data. Given that customer 
interactions now take place primarily on online 
channels, effectively leveraging new types of digital 
data—IP addresses, email domains, device models, 
browser types and OS versions—can significantly 
enhance detection ability. 

Despite legacy tools being incapable of processing 
large volumes of data and responding in real time, 
they do have operational benefits, in that they feature 
well-defined and mature workflows optimized over 
long periods of time.

Some organizations are trying to complement 
their rules-based systems with machine learning 
solutions. From an operational perspective, there 
still exist significant challenges in practice toward 
making this a successful long-term strategy. 
Organizations must foster beneficial stakeholder 
collaborations that enable teams to simultaneously 
minimize operational overhead, adapt to fast-moving 
fraud patterns, and meet regulatory requirements. 

SECTION 1: Challenges with Existing 
Solutions
Existing solutions fall short in two key arenas—
architectural and operational.
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Legacy solutions tend to rely on rules-based 
approaches, and even those that use machine 
learning approaches are not designed to handle high 
volumes of data in real-time with low latency.  

There are three major reasons why legacy solutions 
are inadequate for combating modern fraud: 

� Unable to handle unstructured data

Unstructured data can deliver extraordinary insights, 
but key feature engineering operations are required 
before models can consume the data and turn it into 
valuable insights. This inability to effectively leverage 
unstructured data prevents legacy solutions from 
achieving optimal results in combating high-paced 
fraud activity in a big data era.

� Slow to production 

Legacy solutions that deploy models require fraud 
loss labels to get started, and it can take up to a year 
to get these models into production. Fraud and risk 
teams need to generate confirmed fraud labels and 
then pass them to the modeling team. The first line 
of defense modeling team then needs to perform 
model testing, extensive tuning, and validation to 
avoid overfitting and underfitting issues. Finally, the 
model requires approval from the second line of 
defense before being pushed into production. This 
arduous process was often conducted off-line with 
manual handovers and lengthy communication, 
all of which prevents this approach from being an 
efficient option for successful fraud prevention.

� Reactive and costly 

Legacy solutions that deploy label-reliant models 
require constant re-tuning on the latest fraud 
indicators to stay up-to-date. Many require 
professional services to perform the tuning. This 
significantly increases the total cost of ownership 
(TCO), and introduces vendor lock-in and lack of 
control. Most importantly, it makes fraud prevention 
reactive and limits the ability of fraud teams to react 
to emerging fraud in real time.

LEGACY SOLUTIONS WITH OUTDATED ARCHITECTURE

Legacy solutions are reactive, expensive, and come 
with vendor lock-in.
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A modern fraud organization has multiple 
stakeholders, each of whom is an essential part 
of the fraud workflow. The organization typically 
comprises the fraud modeling team, the team 
responsible for defining the fraud strategy, and the 
team reviewing and responding to alerts.

MODELING TEAM: Builds the fraud models and 
deploys them in production.
STRATEGY TEAM: Establishes the overall fraud 
strategy, balancing risk with customer experience.
REVIEW TEAM: Reviews and acts on fraud 
incidents.
Fraud organizations looking to modernize can find 
a range of available solutions, many of which seem 
to offer effective ways to overcome the limitations 
of legacy solutions. However, do these options 
represent a genuinely viable path forward?

Legacy solutions emphasize streamlining the fraud 
decision-making process. Mature case management 
and alert systems allow fraud moderators and 
reviewers to see alerts, take action on those alerts, 
and annotate them for future use—whether that’s to 
add them to black/white lists, create business rules, 
or to provide them as inputs to vendors who help 
them maintain the models. As previously shown, 
however, these solutions do not support big data 
architecture or offer the types of machine learning 
algorithms necessary to address modern fraud 
attacks. 

To address these shortcomings, many organizations 
are specifically considering machine learning 
solutions now available in the marketplace. These 
solutions can be categorized into a few primary 
buckets:

� General Purpose Data Science and Machine 
Learning Platforms

� Fraud Signal Providers

� Machine Learning-Based Fraud Platforms 

MODERN SOLUTIONS WITH FRAGMENTED WORKFLOWS

FRAUD STRATEGY TEAM
Establishes the overall frraud 
strategy balancing risk with 
customer experience

FRAUD REVIEW TEAM
Front lines for reviewing and
acting on fraud incidents

FRAUD MODELING TEAM
Builds the fraud models and
deploys them in production
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� General Purpose Data Science 
and Machine Learning Platforms

Many solutions on the market today offer notable 
advancements in terms of flexibility, control, and 
transparency. They enable data scientists to bring 
in their own models, perform model comparisons, 
build new models, and test and deploy the models 
in production. While these solutions offer a means 
to streamline the data science workflow, they face 
limitations when it comes to fraud applications. 

Fraud requires domain-specific knowledge to 
engineer features that don’t result in high manual 
review overhead for fraud teams. Data science 
teams need to closely collaborate with fraud strategy 
and review teams to optimize fraud detection for 
customer experience. General-purpose data science 
platforms lack the capabilities to enable this level 
of sophisticated and complex fraud management 
workflow and require heavy integration with other 
fraud tools.

� Fraud Signal Providers:

In recent years, many organizations have adopted 
vendor solutions that create intelligence from 
specific digital signals, such as device fingerprinting, 
email address reputation, and behavioral biometrics. 
While these solutions can deliver value, they also 
introduce increased operational overhead, and even 
if the signals are high quality, most fraud teams don’t 
have the time to review them and take action. The 
end result is that most of the signal alerts are for 
offline analysis, and never incorporated into a fraud 
decision.

General-purpose data science platforms lack 
domain knowledge and require integration with 
existing fraud tools.
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Bottom Line: 
Fraud management is still reactive, and fragmented workflows 
are holding progress back.  

� Machine Learning-Based 
Fraud Platforms

The increasing availability of machine learning-based 
platforms represents progress in advancing fraud 
detection that uses state-of-the-art technology and 
features architecture designed to handle big data. 
However, most of these new solutions still suffer 
from serious limitations:

REACTIVE: Most available solutions heavily rely on 
supervised learning approaches that require large 
training datasets, lengthy training times, 
and constant re-tuning. The rare few that feature 
unsupervised approaches are not yet production-
ready and do not have experience deploying at scale.

MYOPIC: Current offerings generally suffer from 
a myopic view model that looks at events and 
transactions in isolation—as opposed to holistically—
thereby missing the coordinated attacks that result 
in the largest financial losses.

CUMBERSOME: While many of the platforms 
have solved for data orchestration, they still don’t 
address the need for end-to-end workflow between 
stakeholders. Integrations are often manual and 
require costly outside professional services.

The ongoing need for cross-platform integrations 
continues to increase dependencies on IT and 
engineering teams, and these teams struggle to 
make solutions function more cohesively amidst 
increasing organizational complexity. Operational 
processes across various legacy systems are 
manual and require customization, and are thus 
more time and resource intensive. Handoffs 
between teams cause communication latencies that 
prevent fraud teams from simply keeping pace with 
emerging fraud, let alone getting ahead in an agile 
and nimble way.

Limitations of Current Solutions

Limited Technology

No big data 
infrastructure to 
support online 
channels in real time. 

Limited Intelligence

No ability to deliver 
fraud intelligence that 
can reveal new types 
of attacks.

Limited View

No way to aggregate 
knowledge across 
departments, and 
analyze events and 
transactions holistically.
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With the introduction of dCube, DataVisor 
delivers a unified, turnkey solution that introduces 
unprecedented advances to the current fraud 
management landscape. 

dCube addresses the architectural and operational 
demands of a modern, real-time economy, and 
provides the infrastructure and automation 
necessary to support all stakeholders in the 
fraud detection and prevention ecosystem, while 
simultaneously providing control to meet the risk 
needs of every organization.

dCube supports the fraud management needs 
of large enterprises who need to minimize risk 
exposure, put control in the hands of its users, and 
react to fraud proactively and effectively.

This section of the white paper covers how risk 
leaders can address the holistic needs of a fraud 
organization in a single platform with an efficient and 
modern fraud management workflow built on the 
foundational elements of adaptive machine learning 
and advanced analytics. 

SECTION 2: The Next Generation of 
Fraud Prevention
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dCube facilitates maximum agility by allowing all 
stakeholders to manage data better, build models 
faster, and adapt to changing fraud more efficiently.

INTRODUCING DCUBE

dCube is a comprehensive fraud management 
solution combining transformational AI-powered 
technology with unparalleled control and the 
capabilities to enable large enterprises to proactively 
thwart both known and unknown fraud.

dCube features a hyper-modern architecture built 
to manage complex digital signals and behavior 
analytics using the most advanced machine learning 
technologies at big data scale, empowering large 
enterprises to identify and prevent even the most 
sophisticated attacks.
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dCube utilizes best-in-class machine learning 
techniques to establish a new paradigm for fraud 
detection that allows for early detection of previously 
unseen fraud attacks without requiring historical loss 
experience, extensive training periods with labels, or 
constant re-tuning.  

dCube is designed to enable early detection of fraud 
using adaptive machine learning and advanced 
analytics. Drawing on the power of unsupervised 
machine learning algorithms, dCube detects known 
and unknown fraud attacks in real-time with high 
precision and immediately actionable results. The 
product architecture combines an advanced rules 
engine with machine learning approaches to fight 
fraud holistically. By using dCube’s comprehensive 
solution, organizations can leverage the advantages 
of each approach to achieve optimal results. 

dCube delivers powerful capabilities across four key 
vectors:

These core capabilities enable organizations to:

� Detect a wide variety of fraud and abuse in 
real time

� Detect incubating accounts that might 
potentially result in fraud attacks

� Proactively stop new attacks and provide 
insights into their patterns and techniques

� Deliver high detection precision with a low 
rate of false positives

� Take immediate action based on different 
attack categories

ARCHITECTURE FOR PROACTIVE FRAUD DETECTION

ALGORITHMS DOMAIN 
KNOWLEDGE

PLATFORM/
SYSTEM

NETWORK
EFFECT

Proprietary Unsupervised 
machine learning algorithms 

correlates activity across 
accounts instead of looking 

at events in isolation. It does this 
without any training labels 
or expensive training time.

Beyond just a generic 
platform

Focused on accounts ,
not just transactions

Global reach across 4B 
user accounts multiple 

industries and a variety  of
user cases
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� Machine learning approach:

DataVisor’s patented and proprietary Unsupervised 
Machine Learning (UML) algorithms form the 
foundational elements of dCube’s modeling layer. 
UML is a type of machine learning that works 
without requiring labeled input data. Instead, UML 
algorithms infer a function to describe the hidden 
structures of “unlabeled” input data points.  

Common UML approaches in use today include 
anomaly detection techniques that attempt to 
identify outliers, and clustering/graph analysis 
techniques that focus on studying the relationships 
and connectivity among input data. dCube is 
developed based on the latter approach, and 
combines clustering techniques and graph analysis 
algorithms to discover correlated fraudulent or 
suspicious patterns from unlabeled data. This 
results in high accuracy and low false positives. 
This approach is ideally suited for tackling the 
fast-evolving nature of digital fraud, and is widely 
deployed in production across large enterprise 
customers in different industries. 

� Technology Stack

dCube is built on the latest big data infrastructure—
from computation to data access to storage—and 
Apache Spark, HDFS, Hadoop, Apache HBase, 
Cassandra, and Elasticsearch are leveraged to 
support the system in different capacities.

dCube’s UML Engine also integrates supervised 
machine learning approaches with the Global 
Intelligence Network to deliver a comprehensive 
approach to fraud detection. The UML component 
can be deployed in production without extensive 
training and supports traditional solutions in three 
ways: 

1. Provide risk scores that can be used for real-time
decisions

2. Generate automated rule recommendations

3. Derive features that can be used for supervised
modeling

Apache Spark

Batch UML Engine

Dynamic

 

Feature 
Extraction

(of billions of
 users)

Unsupervised Attack 
Ring Detection

Distributed Storage
(e.g., AWS S3, HDFS)

Clusting analysis
Graph processing

Supervised Machine 
Learning Engine

Result 
Categorization

and Ranking

Self-Generated Training Data
Malicious
Accounts

Malicious
Attack
Rings Distributed, in-memory System

Real-time Correlation Analysis
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dCube includes advanced platform capabilities that 
combine best-in-class fraud approaches with state-
of-the-art technology. It offers enhanced capabilities 
for each stakeholder in the fraud workflow and 
collectively streamlines the entire process by 
empowering all stakeholders to work collaboratively 
and more efficiently. dCube integrates fraud and 
data science teams into one continuous loop so that 
there is no information asymmetry.

Using dCube, organizations can address all steps 
in the fraud management lifecycle—from data 
management and feature engineering, to model 
development and deployment, to fraud review and 
investigation. Fraud and strategy teams can review 
and act on fraud cases, manage access controls 
and other administrative tasks, and gain a deeper 
understanding of attack patterns. Data science 
and business analyst teams can easily import and 
visualize data to understand data distribution and 
identify outliers, explore recommended features, run 
machine learning models, validate the results, and 
deploy the models in production.  Visual dashboards 
offer insights that help in understanding data 
distribution and outliers. These dashboards can then 
be used for uncovering data issues and identifying 
distinguishing features.

STREAMLINED FRAUD MANAGEMENT WORKFLOW

dCube empowers fraud and strategy teams to 
proactively manage fraud and adapt to new threats 
through early detection capabilities and efficient 
case management functionalities.

dCube offers data science teams increased insight 
into the underlying nature of fraud to build more 
effective models and deploy them in production 
while meeting compliance requirements.
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dCube provides comprehensive modeling capabilities that enable users to create models for any kind of fraud 
scenario. Plus, drawing on DataVisor’s domain expertise, the system additionally offers built-in solutions for 
common fraud and abuse scenarios.

The dCube Difference

Legacy Solutions Other ML Solutions dCube

Not built for big dataArchitecture Built for big data Built for big data

MatureWorkflow Fragmented Mature

LimitedData Integration Any data. Any channel. Any data. Any channel.

LimitedFeature Engineering Limited Advanced

LimitedControl and Transparency Limited Explainability and Control

NoExtensible Use Cases Requires significant 
customization 

Yes

HighMaintenance and 
Retune Efforts

High Low

 MODELING

FE
AT

UR
E E

NGINEERING

FEEDBACK
ANALY

TIC
S

WORKFLOW
MANAGEMENT

ANALYTICS

CASE MANAGEMENT

MODEL VALIDATION AND
DEPLOYMENT

Facilitate collaboration between fraud and data
science teams to review detection results, and

accelerate model deployment.

Integrate data from multiple
sources, and improve performance

by establishing data quality early.

DATA MANAGEMENT

Benefit from advanced out-of-box
fraud features and engineer custom

features for optimal model
performance.

Create advanced decision
workflows, back test against
historical data and manage the rules
portfolio with a holistic view.

Deconstruct events within fraud
attacks to deliver actionable
insights. Investigate complicated
cases with detailed detection
reason codes and view correlated
activities.

Review cases, take bulk action on
groups of correlated accounts, and
set auto-decisioning rules to
improve review speed by orders of
magnitude.

FEATURE ENGINEERING

MODEL DEVELOPMENT
Accelerate fraud model development with
automatic model building capabilities, iterate on
models and compare model performance.



16

� Data Preparation

Data scientists can take advantage of several 
importing options when preparing to upload and 
manage their data, and both cloud and common 
file formats are supported. Once data is uploaded, 
users map their fields to dCube’s standard fields. 
This allows users to take advantage of DataVisor’s 
domain expertise by organizing data for optimal 
performance, and it ensures high standards of data 
quality. Using pre-built functions, users can address 
data issues efficiently without manual intervention. 
Once this process is complete:

� dCube can manage data from multiple 
sources and automatically join everything 
together after mapping. 

� The platform will recommend pre-built 
templates based on different fraud use 
cases. 

� The system will check data quality and 
distributions to ensure quality of detection 

later.

All of the above processes are automated—all users 
need to do is upload data and map fields. 

During the data preparation step, users can also 
create custom data fields to ingest other signals for 
feature engineering and modeling.

To derive the right features during the modeling 
phase, dCube makes relevant fraud detection 
recommendations and offers data validation and 
exploration features that enable easy review of 
input data, calling out any potential problems with 
data quality. These steps are critical time savers 
because any data issues found later will require 
backtracking to fix, and this will slow down the 
model development process significantly. 

SECTION 3: dCube Capabilities

ADVANCED FRAUD MODELING FOR OPTIMAL DETECTION

dCube recommends the data fields necessary, for 
any given fraud scenario, to achieve optimal results. 
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� Feature Engineering

Feature engineering and model tuning determine 
model performance. To ensure optimal results, 
dCube gives data scientists and fraud analysts 
access to an extensive library of out-of-the-box 
features and additionally provides a powerful 
platform for them to engineer custom features. 
dCube additionally provides deep learning features, 
and features derived from intelligence gathered 
across 4.2B+ user accounts. 

Features are bucketed by type and given a default 
weight that is automatically calculated using a 
combination of domain expertise and statistical 
analysis of input data. The user can accept these 
recommendations, or override these weights 
with a custom value. This flexibility gives data 
scientists and fraud analysts the ability to apply 
their knowledge of the specific fraud impacting 
their business, and this, in turn, can serve to further 
enhance model performance.

Drawing on the experience of having built hundreds 
of different fraud models across countless 
scenarios, dCube recommends and ranks features 
based on selected use cases and available data. This 
enables data scientists to hit the ground running, as 
initial recommendations will deliver strong results 
right out of the box. This is a significant step up over 
generic machine learning platforms. For even better 
results, data science teams can engineer their own 
custom features using a variety of functions and 
operators that dCube provides. dCube also allows 
for backtesting to test effectiveness of features for 
improved detection.

Many of the core features dCube offers are difficult 
to build and support in real time, despite being 
critical for optimal model performance. dCube 
stands alone in offering the most sophisticated and 
advanced features available in this type of solution, 
including natural language processing (NLP) 
features and user naming pattern features.

dCube includes a feature library: a proprietary 
collection of pre-derived features for fraud detection 
models that greatly reduces time spent engineering 
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� Model Development and Tuning

dCube offers powerful model development 
capabilities, ranging from auto model development 
to manual model development. Models can be tuned 
via feature selection as well as feature weighting. 
This gives users maximal ability to combine 
DataVisor’s domain expertise with their own; 
accepting recommendations where appropriate, 
customizing as needed, and refining over time. 

Using client-uploaded labels, or labels added 
during model validation (false positive/true positive 
clusters labeled while reviewing a previous model 
version), dCube can automatically tune the model 
by adjusting model parameters (feature weights) to 
minimize false positives and maximize true positive 
coverage.

Additionally, labels created or uploaded for an 
account—even those for models unrelated to the 
current model—can be used as truth data to validate 
and tune a model; this ensures that there is a single 
source of truth, and label coverage will continue 
to increase with more models and iterations. 
Essentially, the more dCube is used, the more 
accurate and automated the model becomes.

� Model Deployment

Once a dCube model is approved for production 
deployment, it can be deployed in one click via 
the user interface. Deployment history is fully 
logged with a record of what model version was 
in production at any given time. This approach 
combines accuracy and efficacy to create a 
seamless deployment experience.

� Advanced Analytics

dCube’s advanced analytics capabilities enable users 
to take fraud detection and prevention to an entirely 
new level. Sophisticated clustering strategies reveal 
cleverly disguised patterns that other systems miss, 
and by surfacing the links that lay hidden between 
seemingly unrelated accounts, dCube promotes a 
holistic approach to data analysis.

Fraud Patterns and Trends
Users can discover new attack patterns and identify 
the techniques fraudsters use. This enables teams 
to unearth the origins of different attacks, and gain 
insight into common fraudster behaviors. 

Connections within Coordinated Groups
dCube makes it possible to uncover entire groups 
of fraudulent accounts by surfacing the hidden links 
among accounts with correlated attributes. These 
accounts are clustered together based on strong 
feature similarities such as profile information, digital 
fingerprints, account behaviors, and more.

Detection History
With dCube, users get visibility into entire 
detection histories, including detection scores 
and the cluster or rules that triggered any given 
detection. Organizations can benefit from improved 
compliance for internal and external audits, and 
gain insights into how detection confidence for an 
account has progressed over time.
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POWERFUL FRAUD MANAGEMENT FEATURES

� Robust Rule Management, plus 
Tracking and Validation Built 
on Modern Advanced Features     

Using client-uploaded labels, or labels added dCube’s 
unique rules engine operates on modern advanced 
features built in place, including velocity and 
aggregations of all types of entities (e.g., the number 
of users associated with a device within a small time 
window, the sum of transactions of certain types 
within a specific time frame, and more). With dCube, 
fraud teams can refine or complement detection 
results by creating different types of detection rules 
and helping review teams take appropriate actions. 

Users can deploy or pause rules in production and 
organize rules using tags or rule sets. They can take 
a holistic view of the different rules in the system 
and see summary stats and history, including rule 
creator, deployment history, and more. Additionally, 
fraud teams can track rule performance and 
detected accounts over time, test rules against 
historical data or with live data, validate detection 
quality, and analyze detection overlap with detection 
models.

With dCube’s Rules Engine, users can create and 
deploy detection, filtering, or categorization rules. 
They can also backtest rules against historical data 
to validate detection results and leverage an array of 
additional features. for advanced rule creation. They 
can directly use sophisticated out-of-box enriched 
features and machine-learning-derived features 
powered by the DataVisor Feature Platform, and 
additionally engineer custom features effortlessly 
within the UI to create complicated rules.

� Efficient Case Management 

Fraud teams using dCube can assign clusters and 
accounts to team members for review, and keep 
track of new accounts added to a fraudulent cluster 
as an attack evolves. Teams benefit from improved 
efficiency because users can review and take bulk 
action on groups of correlated accounts. dCube 
provides users with a choice of actions to take 
against any given account. This list is configurable 
according to the needs of the business. dCube also 
provides a full audit trail to view historical activity 
on the account, along with reasons for the actions 
and details on who performed them. Because 
dCube provides a score against each account, auto-
decisioning (e.g., block/escalate) can be set based 
on the score for the account. This ability to take 
actions against a fraud ring speeds up review tasks 
significantly and improves the efficiency (measured 
in person-hours) by hundreds or even thousands 
of times.additionally engineer custom features 
effortlessly within the UI to create complicated rules.
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� Fraud Analytics 

Threat dashboards within dCube deconstruct the 
anatomy of fraud attacks and provide actionable 
insights for fraud and risk teams. These dashboards 
enable users to monitor the threat level within 
the platform and access top fraud attacks and 
detection histories. Manual reviewers can investigate 
complicated cases with detailed detection reason 
codes and view correlated activities across all 
accounts.

Real-time assessments
Users can monitor risk levels within the business 
in real time by seeing changes in the number of 
fraudulent clusters or accounts over time. Respond 
to spikes and drill down to the individual cluster or 
account level directly from the dashboard.

Rule effectiveness
With dCube, teams can check the effectiveness of 
automatically or manually-generated rules over time 
and deploy new, human-understandable rules.

Investigations
dCube enables users to explore reason codes that 
highlight fraud rings and organized attacks. Teams 
can review activity across accounts and receive 
detailed summaries of why a given account was 
detected. These human-understandable reasons will 
indicate whether a detected account is closely related 
to a group of suspicious accounts or if there are any 
anomalies in the account behavior.
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� Administration

With dCube, administrators can establish thresholds 
for alerts, create users, and set different access 
controls, such as “view-only” or “edit access.” This 
ability to create users with unique access settings 
enables customization to reflect organizational 
structures. For example, in a global organization, 
users can be limited to view and action accounts 
that are specific to their region. 



22 23

� State-of-the-Art Technology

dCube is built on the latest big data infrastructure—
from computation to data access to storage—and 
Apache Spark, HDFS, Hadoop, Apache HBase, 
Cassandra, and Elasticsearch are all being used to 
support the system in different capacities. 

� Complete Control and Transparency

The solution is designed to be an easy-to-integrate 
product where building and tuning models is fully 
automated and works out-of-the-box. However, users 
have the flexibility to customize input data, engineer 
features, and customize their results in order to 
support their unique business requirements. dCube 
includes access to DataVisor’s Global Intelligence 

Network, plus a fully packaged set of features and 
preconfigured models and rules, all developed and 
optimized by domain experts to address common 
fraud scenarios.

In addition to dCube’s powerful detection engine, 
users gain access to a comprehensive investigative 
UI that enables discovery of fraud patterns and 
provides insight into the latest fraud trends.

SECTION 4: The dCube Difference

Streamlined and automated
operational processes

STATE OF THE ART 
TECHNOLOGY

GLOBAL INTELLIGENCE
NETWORK

ENHANCED 
WORKFLOW EFFICIENCY

COMPLETE CONTROL
AND TRANSPARENCY
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� Enhanced Workflow Efficiency

Model results are available for validation either by 
data science or fraud teams within the same user 
interface—there is no need to export/import results 
or work on two different systems. This increases 
efficiency and limits the possibility of transfer errors. 
Reviewers are also given the ability to validate 
results at the cluster level rather than at the account/
transaction level—this improves review efficiency 
and enables teams to iterate faster. Model results 
are displayed within the application in an easily 
consumable manner, and risk scores and cluster/
user characteristics are included in the results. 
Validation results are treated as false positive/true 
positive labels and can be used directly within the 
system to further tune a model with one click.

� Global Intelligence Network

The DataVisor Global Intelligence Network (GIN) 
leverages deep learning technologies to provide 
real-time, comprehensive digital intelligence based 
on the industry’s widest set of digital data, including 
IP addresses, geographic location, email domains, 
mobile device types, operating systems, browser 
agents, phone prefixes, and more. It aggregates 
anonymized signals across our global client 
database of more than four billion users. Since the 
engine correlates thousands of different attributes 
to detect fraud groups, it is possible to assemble a 
broad array of signals into the GIN. By analyzing the 
connections between these data points, dCube can 
provide fine-grained signals and reputations scores 
that can be either consumed directly in detection or 
used to enhance rules engines and machine learning 
solutions.
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dCube provides flexible deployment options across public cloud, private cloud, and on-premise deployments to meet the 
security requirements of any enterprise.

SECTION 5: dCube Deployment
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Today’s fraudsters are growing ever-more adept 
at navigating and exploiting the digital world, and 
fraud and risk management leaders are increasingly 
challenged to stay ahead of their efforts. Across 
financial institutions and large enterprises, these 
teams have the critical task of augmenting their 
existing fraud-fighting strategies with new solutions 
that are agile and adaptive.

In offering a comprehensive solution built on top 
of a modern big-data architecture that combines 
supervised and unsupervised machine learning with 
aggregated intelligence from DataVisor’s Global 
Intelligence Network, dCube delivers high accuracy 
and low false positives to ensure organizations stay 
ahead of the most sophisticated and coordinated 
attacks.

There is no room for information bottlenecks 
across multiple teams. Fraud model building and 
deployment must be rapid enough to respond to 
fraud threat and abuse in real time.

dCube facilitates collaboration between fraud and 
data science teams to review detection results, 
compare models, improve performance, and deploy 
in production for significantly enhanced operational 
efficiency.

A new breed of attacker is at work, launching 
coordinated attacks at scale, and cleverly disguising 
their digital footprints. Only the most sophisticated 
detection solutions can stop them.

dCube’s complete fraud management solution 
delivers a seamless and streamlined workflow, 
empowering fraud teams to move faster than the 
speed of fraud. 

Choose dCube, and fight fraud in real time.

Conclusion
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Contact us:

info@modata.com

www.modata.com

35 Fricker Road, Illovo, Sandton, Johannesburg 2196




